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This document provides information for the Ethenttd .2.2.123 release and includes
the following information:
e Summary
* New Features
* Problems Fixed
* Known issues or limitations
e Upgrade procedure
» Contacting Global Service and Support
Summary

The EtherXtend 30x4 is a family of SHDSL EFM NetWwdixtenders. These devices
support IEEE 802.3ah loop bonding to create a WAhhid connection up to 22 Mbps.
Each EtherXtend device provides 4 local Ethernetspgfor connection to customer
equipment.

Typical applications include leased line replacetngansparent LAN services,
Branch-to-Headquarters connectivity, and Internetess.

New R1.2.2.x Features

Ethernet Port Status follows EFM Group Status

¢ A new Ethernet port configuration option has beddeal in R1.2.2.122 called
“Follow WAN Uplink Status”. When enabled, the Ethet port will be forced to
a physical down state when the WAN uplink is doaumg will be restored to a
normal operational state when the WAN comes back up

DHCP refresh on VLAN7 upon EFM bond group activation

¢ InR1.2.2.122 and later releases, when DHCP cigeahabled on VLAN7 (which
is the factory default condition) the current dRieess will be cleared when the
EFM bond group goes down, and a new DHCP addrgsesewill be issued
when the EFM bond group is restored to an actiastin prior releases, a new
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DHCP request was not issued until the lease tin®e50&6 expired. This new
behavior provides a mechanism to clear an IP addned force an immediate
request for a new address.

DHCP Client for Management IP Address Assignment (default enabled)

¢ EtherXtend 30x4 units ship from the factory with OPI Client enabled on VLAN
7, to support automatic IP Address assignment wbenected to the MALC. If
a static IP Address is desired, the console coiorecan be used to provision a
static IP Address. To do this, set your termimabkator for 9600 N 8 1 mode and
log in to the unit using the default ID (admin) graksword (zhone). At the CLI
prompt, enter the following command to configureistIP address 192.168.2.1
on the default data path (VLAN1, untagged):

/config if interface brvlanl ip 192.168.2.1 mask 25 5.255.255.0 broadcast 192.168.2.255
/config admin-tools save running-config

SW Upgrade MIB Support

¢ InR1.2.2.122 and later releases, an Enterprise éigbles support for SW
downloads and activations. This feature is usetheyZhone Management
System for ZMS-initiated SW Upgrades

genSystem.mib
zhoneSysSwLogin
zhoneSysSwPassword
zhoneSysSwAdmin
downLoadSw
abortDownLoadSw
imageFlashActive
zhoneSysSwsStatus
zhoneSysSwPriLoadServer
zhoneSysSwSecLoadServer
zhoneSysSwRemoteFilePath

SNMP MIB2 Support

MIB-2 RFC1213
SNMP V1 and V2c¢ Support
Unlimited number of trap managers and configurafalp communities

SNMP Alarms and Traps

Standard traps:
Cold Start 0OID =1.3.6.1.6.3.1.1.5.1
Link Down OID =.1.3.6.1.6.3.1.1.5.3
Link Up OID=.1.3.6.1.6.3.1.1.5.4
Authentication failure OID #.3.6.1.6.3.1.1.5.5

Enterprisetraps.

Zhone Alarm-Set OID =1.3.6.1.4.1.5504.2.5.1.0.1
Zhone Alarm-Clear OID #1.3.6.1.4.1.5504.2.5.1.0.2
Zhone Test-Start OID #.3.6.1.4.1.5504.2.5.1.0.3
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Zhone Ready OID #.3.6.1.4.1.5504.2.5.1.0.7
Zhone Persistent Config Changed OID1:3.6.1.4.1.5504.2.5.13.0.1

CO Mode

¢ R1.2.2.115 added support for CO Mode, so that ttheXtend 30xx CPE
devices can be configured to operate “back to hagkh one unit configured for
CO mode and the other unit configured for CP mode.

¢ The “CO Mode” LED on the front of the 30xx modemilgie illuminated when
CO Mode is active.

¢ One EFM bond group is supported by 30xx CPE devit€0 Mode, so only one
CPE device can be connected to it. Unused SHD3M kitks cannot be used to
connect a second CPE device.

¢ The CO Mode unit can be configured for fixed rapemtion at any supported
data rate, with no configuration changes to theM@®le device required. The
default configuration is Adaptive mode with a tar§&R Margin of 6dB.

/config efm group mode CO

PING utility

From the BusyBox shell, a “ping-like” utility (zhimmg) can be invoked for diagnostic
purposes. After entering the shell, execute theviehg for additional information on
the usage and command syntax for the zhnping:

EtherXtend login: admin

Password:

EtherXtend> shell

BusyBox v1.00 (2007.10.18-20:25+0000) Built-in shel | (ash)
Enter 'help' for a list of built-in commands.

~$ zhnping

Try zhnping --help' for more information.

QUICK START:

simple ICMP ping: zhnping -1 <host>

simple TCP ping: zhnping <host>

simple Port Scan: zhnping --scan 1-30,70-90 -S <hos t>

~ $ zhnping -1 10.112.3.254

HPING 10.112.3.254 (brvlanl 10.112.3.254): icmp mod e set, 28
headers + 0 data bytes

len=28 ip=10.112.3.254 ttl=255 id=65445 icmp_seq=0 rtt=0.8 ms
len=28 ip=10.112.3.254 ttI=255 id=61655 icmp_seq=1 rtt=0.9 ms
--- 10.112.3.254 hping statistic ---

2 packets tramitted, 2 packets received, 0% packet loss
round-trip min/avg/max = 0.8/0.8/0.9 ms

~ $ exit

VLAN Priority and Rate Limiting

By default a first level of priority queuing is em€ed on the physical LAN ports.
Weighted round robin queuing is used to ensurejtizeies have access to at least
some of the uplink bandwidth. The eight IEEE 802fiiprities are mapped to the four
gueues according to the rules defined in Claus@ ard table 7-2 of the IEEE 802.1D
standard. The queue mapping is defined as follows:
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802.1p priority value Internal Priority Queue
Critical
Critical
High
High
Medium
Low
Low
Medium

OFrRLrNWhMOION

The weights are distributed as follows.
Queuel (critical) =50%

Queue? (high) = 25%

Queue3 (medium) = 15%

Queue4 (low) = 10%

On a single service round, Queuel can send 50%edfandwidth, Queue2

can send 25%, etc. If there is only traffic omeQel, it will take two rounds for it to
reach 100% of the bandwidth. Likewise if thex@ily traffic on Queue2, it will take
4 rounds for it to each 100% of the bandwidth, etc

VLANS can be configured for rate limiting. Rate ited VLANs can be configured for
a second level of priority queuing. The secondllefgueuing is strict priority
gueuing where a queue is serviced until it is empty

Using the CLI to configure VLAN 1 rate limited 10kifps queuing enabled:

EtherXtend> /config vlan vlanconfig rate-limit vlan id 1 enable rate 1000 queuing enable

Problems Fixed in R1.2.2.123

¢ Unable to log into Web GUI of ETHX-30xx modem usiMgzilla FireFox v3.06.
Mozilla implemented several changes in v3.06, atichduced a compatibility
problem with ETHX-R1.2.2.122 and earlier SW relesasethe process.

Problems Fixed in prior R1.2.2.x releases

¢ Authentication trap will be sent when option isadiked

¢ CLI command “help-config admin-tools” describestoes as config only and does
not mention previous bank of software

¢ CLI show syslog command does not always work.

¢ Latest revision of SHDSL driver SW included, withpgroved operation under
excessive noise conditions

¢ The size of the Tx buffer used for queuing upstréaaffic is now adjusted
automatically to a total size = 600msec X aggred®M Bond Group rate.

For example, when the aggregate EFM Bond Groupis@&@0,000 bps, the
Tx buffer size is configured for 300,000 bits (3Q%oytes).

SW Releases prior to R1.2.2.115 used a fixed Tfebsfze of 1,200,000 bytes.
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This provides 600msec of buffering when the agge§&M Bond Group rate is
20,000,000 bps, but at lower rates the buffer ishrlarger than it needs to be. At
lower rates, it was possible for a burst of traffiantroduce a queuing delay of 1
second or more, causing some client-server apjgitato time out.

¢ The R1.2.2.115 release incorporates new SW foirtfireeon SHDSL transceiver
that resolves an issue with occasional CRC eridisearates of 512Kbps and
lower.

Known Issues

¢ Upload backup file using SCP (Secure Copy) doesvook
¢ EtherXtend CPE ifOperStatus always up even wheAM tonnection is down

¢ Link up/down traps are sent for the EFM bond grda,not when individual
SHDSL links go up or down.

¢ Configure Interface Ethernet modify command dodsefmesh web page when
using MicroSoft IE to modify Ethl. You get a pop ofg‘Make changes to the
page and then click apply”. The pop up does naecknd the Configure
Interfaces Ethernet web page is not updated umtilrg-enter the page

Features not supported in this release

¢ VLAN Secure Forwarding mode is not supported batetis a CLI command for it.
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Release History

Date Release Notes

Released #

2/25/2009 | 1.2.2.123 | Resolved Mozilla FireFox v3.06 compatibility issue.

12/4/2008 | 1.2.2.122 | Bug fixes as documented in the Release Notes, plus
support for SNMP-initiated SW Upgrades, and LAN
Port Status follows EFM Bond Group Status.

7/9/2008 | 1.2.2.115 | Bug fixes as documented in Release Notes, plus
support for SHDSL CO mode for back-to-back
configurations.

4/24/2008 | 1.2.2.107 | New features: DHCP client, VLAN priorities, SNMP
MIPB2, Traps, PING utility, FW bank switching.

2/10/2008 1.1.9 Bug Fixes, primarily related to SHDSL performance

12/12/2007 1.1.3 Initial Production Release
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Upgrade Procedure

SW Upgrades

This section describes the SW Upgrade and BanlkcBvéiatures of the EtherXtend
30xx CPE devices, and provides a detailed SW UggPadcedure.

EtherXtend has two banks for software with a deditaet of configuration files
associated with each bank. Only one bank of softvand its associated configuration
database is active at a time (called the “currbatik). The second bank is used to
hold an alternate software revision and configorat{called the “alternate” bank).

Upgrading the SW of an EtherXtend unit is a tw@ gigocess.

1. Download the new SW image into EtherXtend temponaeynory.
2. Upgrade the EtherXtend to the SW image that iBéntémporary memory.

An Upgrade causes the following actions:

a. The Alternate software bank is erased and refoadatt

b. The new SW image that has been downloaded intodeanp
memory is uncompressed and written to the Alterbatek.

c. The configuration database in the Current bankiggated over to
the Alternate bank.

d. A bank switch is performed, with the Current Bamkwcontaining
the new SW revision and migrated configuration blase.

IMPORTANT NOTE: A reset to Factory Defaults is vagd when
“Upgrading” to an older SW revision (a SW downgrade

Upgrade example:
o EtherXtend unit with release 1.2.2.107 in the Curigank and 1.2.2.103 in

the Alternate Bank
o EtherXtend unit is upgraded to R1.2.2.123

Before Firmware Download

Bank # | Status Release Configuration File
1 Current R1.2.2.107 Configuration B
2 Alternate R1.2.2.103 Configuration A

After Firmware Download (R1.2.2.123) but beforegsiag Upgrade button

Bank # | Status Release Configuration File
1 Current R1.2.2.107 Configuration B
2 Alternate R1.2.2.103 Configuration A

Temp R1.2.2.123 (compressed none

After pressing Upgrade button

Bank # | Status Release Configuration File
1 Alternate R1.2.2.107 Configuration B
2 Current R1.2.2.123 Configuration C (see note
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IMPORTANT NOTE: During the Upgrade, Configurationd8migrated from
the SW revision in Bank #1 to be compatible with tlrew SW revision that is
in Bank #2. The migrated configuration databasmied Configuration C.

The upgraded EtherXtend unit is now running the fiewware and the previously
active configuration database was migrated to #ve firmware.

Any additional configuration changes that are maiiebe applied only to the Current
bank (Config C) and will not be applied to the Aftate bank (Config B).

Firmware Bank Switching

The bank switch feature may be used to toggle tivee@t bank between Bank 1 and
Bank 2. Since each bank contains the configuratatabase associated with the SW
revision in that bank, switching between a newer i8Wsion and an older SW
revision is fully supported. Alternatively, therdaswitch feature can be used to
support switching between two different configuras for the same SW revision.

IMPORTANT NOTE: No database migration occurs assalt of a bank
switch — the configuration stored in the alterrzaek becomes active.

Bank Switch example:
o EtherXtend unit with release 1.2.2.123 in the Curigank and 1.2.2.107 in
the Alternate Bank
0 A Bank Switch is performed

Before Bank Switch

Bank # | Status Release Configuration File
1 Alternate R1.2.2.107 Configuration B
2 Current R1.2.2.123 Configuration C

After Bank Switch

Bank # | Status Release Configuration File
1 Current R1.2.2.107 Configuration B
2 Alternate R1.2.2.123 Configuration C

You can switch the active firmware bank. The comdhadll force the unit to load the

version of firmware that resides in the other ‘adtge” firmware bank. The
Configuration database that is in the alternat&klveih become active as well.

IMPORTANT NOTE: When a Bank Switch is performeuk turrently active
configuration will not be migrated to the newlyigetbank. The only time that
the configuration file is migrated is during a S\jgddade.

system> /config admin-tools restore previous-bank

WARNING: This command will cause the unit to rehoot
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The following command will display the firmware time EtherXtend unit:

EtherXtend> /show system general-info

Firmware version -1.2.2.107

Alt Bank Firmware version -1.2.2.123
Serial number - HGGKW

Host name - EtherXtend

Domain name - EtherXtendDomain
Primary DNS -0.0.0.0

Secondary DNS -0.0.0.0

Date - 01-06-2007

Time -02:12:34

Uptime - 5 days, 2:13



EtherXtend 1.2.2.123 Release Notes

Upgrading EtherXtend software

10

The EtherXtend CPE provides a built-in mechanisrmufigrading its software image
without losing customer configurations and setting® upgrade the software image,
use a software image file pre-downloaded to yousRiSk drive.

The following is an example of upgrading an Ethert CPE, which is running
firmware version 1.2.2.103 to firmware version 2.207. A PC is connected directly
to the EtherXtend CPE’s LAN port.

To upgrade the EtherXtend CPE’s software imagegusitocally availableimg file:

1 Viewing the current firmware revision
(here you can see firmware version 1.2.2.103):

{2 EtherXiend Web Interface - Windows Internet Explorer, [N EET]
g ~ | @] hetpi/i192,168.3.1/npwsb/1.2.2, 103}335, htmi?appPath=/npaateway/1.2.2,103/ Ll | 43 K| | svchost.exs peiis
T 4 | @Etherxtend Web Interface | D - WS B - [mhpese v @ Teds - @ B

ZHONE EtherXtend

System - Home (7]

System
Host Name :  EtherXtend

., Zhone Global Services and Support 7001 Oakport Street Oakland, CA 94621 USA, (877)

Systamilocatian Zhone20 (946-6320), Fax (510) 777-7113, support@zhone.com

System Contact :  www.zhone.com
* Software

Upgrade System Date : 01-01-2007
i System Time : 00:06:26

+ Software
Upgrade Manual System Up Time © 7 min

¢ User Software Version . 1.2.2.103

Management

2 IntheSystem Software Upgrade Manual section enter the path of the
software image file, or press tBeowse button to browse for the file on the
PC, then clickoownload.

Note: Only files with an.img extention can be used for
upgrading the firmware of an EtherXtend unit
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BEE

Al

_’ v |8 htpif192.16

¢

a8

| @ Etherstend Web InterFace

ZHONE

Tests
Status
System
+ Home

e Restart
e Services

s Software
Upgrade
Automatic
Software
Upgrade Manual
User
Management

linpweb/1,2.2,103/335,

1.2,2.103i1 xml M| 1*#| K| |svchostexe

| -6 B @ - [Eheage - G Tooks - @- &

EtherXtend: 1.2.2.103
EtherXtend

Logout

System - Software Upgrade Manual

Remote Upgrade
URL http (v
[pmice
Local Upgrade
Select file i |c:\ftproot\CPEs\30xx E[ Browse. ]
Download

The file will start loading from the PC to the EtKéend CPE. The word “Loading” will
appear on the bottom of the web page. When loadingmpleted you will be prompted to
again log into the EtherXtend CPE.

3 Verify from the Configuration Restore screen tlnat hew code was loaded into the Current
Software bank. To install this new release intdhdzanks repeat step 2 above.

{C EtherXtend Web Interface - Windows Internet Explorer

GO

90 & | @ Etherktend Web Interface

ZHONE

Configuration

Admin Tools

o Save

» Backup

e Restore
Interfaces

o Bridge

 Ethernet
System

« Configuration

« Date and

Time

¢ SNMP

* SNMP Traps

« Syslog
VLAN
 Settings

e Ports
 Port Defaults

£

Current Software Version

Alternate Software Version

= | g http:/f192.168.3, {npweb/1.2.2,107/335.html?appPath=/npgateway/1, 2.2, 107/ L. xml Sallhe P R~
sl 0 A B - o v [reege - GFTools - @' g

EtherXtend: 1.2.2.107
EtherXtend

Logout

~

Configuration - Admin Tools Restore O |

Restore Factory Defaults

Restors Factory Defaults

Restore Alternate Software
¢ 1.2.2.107

¢ 1.2.2.103

| Restore Alternate Softvare |

Download Remote File
URL i r_scp v_‘ ol
User Name
Password

| Domlosd Remet= File

Restore Configuration

Backup Name ‘ Backup Date v

>

11
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Note: After loading new firmware you may have to clgaur web
browser’s cache. S&dearing Web Browser Cache below.

Clearing Web Browser Cache

There are two options for avoiding stale web padess an upgrade. You can
configure your web browser to load the new pagesf@ry page visit, or you can clear
the web browser’s cache. The following procedurferignternet Explorer. If you are
using another web browser there should be simitings available.

L oad New Page For Every Visit

1. From you web browser select Tools and then Intebpgions.
2. From the General tab on the Browsing history seatick Settings. Then
select the “Every time | visit the web page” rabigton

Clear Cache

1. From the web browser select Tools and then Inteédpdibns.
2. Inthe Browsing history section clidkelete. Then in the Temporary Internet
Files section cliclDelete files

Contacting Global Service and Support

Contact Global Service and Support (GSS) if youehawy questions about this or
other Zhone products. Before contacting GSS, nsake you have the following
information:

*  Model number for the Zhone product you are using

»  System configuration

» Software version running on the system

» Description of the issue

Technical Support

If you require assistance with the installatioroperation of your product, or if you
want to return a product for repair under warrangntact GSS. The contact
information is as follows:

E-mail support@zhone.com
Telephone (North America) 877-ZHONE20
Telephone (International) 510-777-7133

Internet www.zhone.com/support

If you purchased the product from an authorizedetdtedistributor, Value Added
Reseller (VAR), or other third part, contact thapglier for technical assistance and
warranty support.

Service Requirements

If the product malfunctions, all repairs must bef@ened by the manufacturer or a
Zhone-authorized agent. It is the responsibilitysers requiring service to report the
need for service to GSS.
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